
2404 IEEE TRANSACTIONS ON CONTROL OF NETWORK SYSTEMS, VOL. 12, NO. 3, SEPTEMBER 2025

Active Defense Strategy in Cyber-Physical
Systems: Misleading Unauthorized Observers
Ghadeer Shaaban , Hassen Fourati , Alain Kibangou , and Christophe Prieur , Fellow, IEEE

Abstract—Securing cyber-physical systems (CPS) is
a critical concern, extensively explored in the literature.
Traditional approaches involve developing detectors to
identify cyber-attacks or implementing passive defense
strategies, such as encrypting communication channels
and using firewalls. Differently, in this article, we address
the challenge of securing CPS against unauthorized
observers, which aims to estimate the system states by
eavesdropping on system input and output. An active
defense strategy, called misleading unauthorized observer,
that modifies input–output signals in order to mislead the
unauthorized observer, is introduced. These modifications
are additional signals undetectable by innovation-based or
residual-based detectors and designed with the aim of ar-
bitrarily increasing the estimation error at the unauthorized
observer side. For this purpose, system properties required
for guaranteeing the existence of such a defense strategy
are stated. Then, the design of these additional signals is
formulated as an optimization problem with undetectability
constraints. The effectiveness of the proposed approach
is validated through simulations of a moving body in the
XY plane, demonstrating how the active defending system
successfully misleads the unauthorized observer.

Index Terms—Active defense, cyber-physical systems
(CPS), eavesdropping attack, unauthorized observer.

I. INTRODUCTION

THE security problem in cyber-physical systems (CPS) is
essentially a game between attackers and defenders [1].

Attackers always try to develop new attacks, while defenders
create new security strategies. As a consequence, attackers need
to develop new ways to overcome these defense strategies.
However, what if the attacker believes its attack is successfully
completing its mission, while actually it is not? As an example,
if an attacker attempts to steal information from a system, but the
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system instead allows the attacker to steal modified data that ap-
pear correct, the attacker may falsely believe they have success-
fully obtained the information. This could discourage them from
developing new methods for information theft. Our main result
provides a strategy that makes attackers believe they are suc-
cessfully completing their missions, while in fact, they are not.

Research on cyberattack design typically focuses on three
main types: denial of service [2], replay [3], and false data
injection attacks (FDI). In an FDI attack, the attacker injects
false data into system input or output to degrade control system
performance or state estimation [4], [5], [6], [7]. An FDI is
undetectable if the input signal to the attack detector remains
unchanged. In [8] and [9], an undetectable attack called a
zero-dynamics attack is designed by injecting false data solely
into the input channels. The undetectable attack is achieved
in [10] and [11] by injecting false data into both input and
output, and known as covert attack [12]. Numerous studies
explore cyberattack detection in parallel with state estimation
using the Kalman filter theory [13]. In the Kalman filter, two
types of resulting signals can serve as input for detectors: the
innovation, which is the difference between the actual output
and the predicted one [6], [14], and the residual, which is the
difference between the actual output and the estimated one [15].
Another type of attack is eavesdropping attack [16], which
compromises confidentiality by accessing private information
without affecting system functionality [17], [18]. They can serve
as a precursor to replay and FDI attacks or pose a standalone
threat by exposing sensitive data. In industrial control systems,
attackers may gather critical production data, while in health-
care, they can access patient records. Common defenses include
encryption and firewalls [19], [20], [21].

In this article, we introduce the term “unauthorized obser-
vation” as an attack in which the attacker aims to perform
remote state observation based on the knowledge of the system
model and eavesdropping on input–output signals. To locate the
unauthorized observation between other attack types, we use
the cyber-physical attack space, which was proposed in [22],
and then has been widely used in the literature [1], [16], [23].
Fig. 1 shows the 3-D cyber-physical attack space, and the three
dimensions are as follows: 1) disclosure resources quantify the
attacker’s access to read the transmitted data, 2) disruption re-
sources quantify the attacker’s access to modify the transmitted
data, and 3) the model knowledge refers to how much the
attacker knows about the system model. In the unauthorized
observation, the attackers are assumed to be able to read all
transmitted input–output signals and have full knowledge of the
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Fig. 1. Unauthorized observation in the cyber-physical attack space.

system dynamics. The unauthorized observation attack extends
beyond traditional eavesdropping by incorporating knowledge
of the system model. Addressing this type of attack is crucial, as
knowledge of the CPS model is common for attackers [1], and
has been studied for other types of attack, such as FDI attacks,
but not for eavesdropping attacks.

The defense against an unauthorized observation can be
similar to defenses against eavesdropping attacks, such as us-
ing encryption and firewalls, which prevent the unauthorized
observer from accessing input–output signals. However, these
conventional defenses might motivate the attackers to improve
themselves, attempting to bypass encryption or firewalls. To
address this, we propose a defense strategy that remains un-
detectable to the unauthorized observer as a potential solution.
The proposed defense strategy can be used independently or
in conjunction with encryption and firewalls, ensuring that the
system remains protected even if the attacker bypasses them.

The objective of this article is then to design an active defense
strategy, called misleading unauthorized observer (MUO), by
modifying the input–output signals before being read by the
unauthorized observer. These modifications involve smart addi-
tional terms, which we call misleading injections, ensuring that
the modified input–output signals remain consistent with each
other and with the history of estimations. In other words, within
the framework of Kalman filter theory, these modifications are
undetectable by innovation-based or residual-based methods. In
addition, it is important to consider the possibility that the unau-
thorized observer may also verify that the obtained input–output
signals fall within certain bounds and satisfy other characteris-
tics defined by the physical nature of these signals. For example,
in an autonomous vehicle system, the acceleration and velocity
signals must not exceed the mechanical limits of the vehicle.
Similarly, in power grid systems, voltage and current measure-
ments need to stay within the operational limits. In the case of a
moving vehicle, the velocity should change gradually, without
abrupt jumps, and the position should not show sudden, unreal-
istic jumps from one location to another. These bounds and other
characteristics impose conditions on the modified input–output
signals, which can be represented mathematically as constraints.

An important concern is that the defending system might
not only aim to introduce errors in the unauthorized observer’s
state estimation but also to deliberately mislead it by steering
the estimation along a specific trajectory. For instance, if the
unauthorized observer is observing the system state, and wants
to make an action, i.e., physical attack, if it observes the system
state outside a specific safe area, then the defending system
aims to mislead the unauthorized observer, making it believe
that the system is still inside the safe area while the system is
outside. In addition, in order to consider the input–output signals
bounds and characteristics, we propose to design the misleading
injections as solutions to an optimization problem, where the
objective is to maximize the unauthorized observer’s estimation
error, subject to undetectability conditions and constraints on
the modified input–output signals.

The concept of modifying input–output signals undetectably,
where the effects of the changes on input and output signals
cancel each other out, has been previously employed to design
covert attacks [10], [11], [12]. Building on this, we introduce
an active defense strategy, reversing attacker–defender roles,
which opens opportunities for active defenses, and encourages
the community to focus on similar contributions rather than
relying solely on passive defenses. The adage “the best defense
is a good offense” has been widely discussed in military strategy
literature [24], but this is not established in the research commu-
nity of CPS. Unlike covert attacks that focus on introducing es-
timation errors, our method misleads attackers by guiding them
to follow a defender-defined trajectory. The concept of MUO
is similar to the military concept of deception, where modified
representations of reality are used to gain an advantage [25].
In addition, our approach incorporates input–output signals’
verifications alongside undetectability by innovation-based or
residual-based detectors. The contributions of this article are as
follows.

1) Define a new type of cyber-physical attack, which is the
unauthorized observation, where the attacker aims to per-
form a remote state observation based on the knowledge
of the system model and eavesdropping on input–output
signals.

2) Introduce the concept of active defense by misleading the
unauthorized observer, which differs from the traditional
passive defense in CPS.

3) Formulate the conditions for undetectability by the
innovation-based and residual-based detectors as a dy-
namic model of the estimation error caused by the mis-
leading injections. These constraints can be utilized within
an optimization problem.

4) State properties that the system must have and find
stronger properties required for the system to mislead
the unauthorized observer’s estimation into following a
specific trajectory.

The rest of this article is organized as follows. Section II
presents preliminaries on the system and the unauthorized
observer. Section III defines misleading and undetectable
modifications along with the problem formulation. Section IV
describes the scenarios in which the MUO defense protects
against the unauthorized observer and outlines the overall
architecture of the problem and its solution. Section V states the
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conditions for undetectable modifications on the input–output
signals. Section VI provides required system properties in
order to perform specific types of active defense by misleading.
Section VII presents an optimization problem-based solution
for the design of the misleading injections. Section VIII exposes
simulations demonstrating MUO in the case of a moving body
in the XY plane. Finally, Section IX concludes this article.

II. PRELIMINARIES

Matrices, vectors, and scalars are represented with bold upper
case, bold lower case, and lower case symbols, respectively. The
symbols R, N, E, I, and 0 stand for the real numbers field,
the natural numbers field, the expectation operator, the identity
matrix, and the all-zero matrix, respectively. For a matrix M,
we denote the ith row by M(i), and for a vector v, we denote
the ith component by v(i).

In this section, we first introduce the mathematical model of
the CPS subject to unauthorized observation. Next, we describe
the legit observer, the unauthorized observer, and the innovation-
based and residual-based detectors.

A. System Model

Consider the following discrete-time linear system model Σ,
which is commonly adopted in the literature for CPS model-
ing [1], [4], [26]:

xk = Axk−1 +Buk−1 +wk−1 (1)

yk = Cxk + vk (2)

where for any time step k ∈ N, xk ∈ R
nx , uk ∈ R

nu , and
yk ∈ R

ny are the system state, input, and output, respectively.
The matrices A ∈ R

nx×nx , B ∈ R
nx×nu , and C ∈ R

ny×nx

are the state, input, and output matrices, respectively. The pro-
cess noisewk ∈ R

nx and the measurement noisevk ∈ R
ny are

assumed to be uncorrelated zero-mean white random Gaussian
signals with positive-definite covariance matrices Qk and Rk,
respectively. Since unauthorized observation attacks concern
system observation, we assume that the system described in (1)
and (2) is observable.

Assumption 1: The pair (A,C) is observable.

B. Legit Observer

The legit observer estimates the system state based on the
input–output signals. We consider the case of the Kalman filter,
as it is optimal in the sense of minimum mean-square error for
linear systems with uncorrelated zero-mean white process and
measurement noises [13], which is the case of system (1) and
(2).

1) Kalman Filter: At each time step, the Kalman filter per-
forms prediction and correction. The prediction uses the dy-
namic model and the input signal

x̂k|k−1 = Ax̂k−1 +Buk−1

Pk|k−1 = APk−1A
T +Qk−1

where x̂k|k−1 and Pk|k−1 are the predicted state and the pre-
diction error covariance matrix, respectively, while x̂k−1 and
Pk−1 are the previous estimated state and the estimation error
covariance matrix. The correction uses the output function and
the output signal

Kk = Pk|k−1C
T
(
CPk|k−1C

T +Rk

)−1

ỹk = yk −Cx̂k|k−1

x̂k = x̂k|k−1 +Kkỹk

Pk = Pk|k−1 −KkCPk|k−1

r̃k = yk −Cx̂k

where x̂k is the estimated state, Kk is the Kalman gain, ỹk

is the innovation, which is the difference between the actual
output and the predicted output, and r̃k is the residual, which is
the difference between the actual and the estimated output. The
legit observer can be summarized as follows:

[x̂k,Pk, ỹk, r̃k] = KF ((ui)i<k, (yi)i≤k,Σ, x̂0,P0) (3)

where KF(.) stands for the Kalman filter, x̂0 is the initial esti-
mate, and P0 is the initial estimation error covariance matrix.

C. Unauthorized Observer

The unauthorized observer remotely estimates the system
state based on the modified input–output signals obtained
through a network, denoted by um

k and ym
k , respectively. The

superscript (m) denotes that the signals are modified. The
unauthorized observer is assumed to implement a Kalman filter
equipped with a detector based on innovation or residual. The use
of the Kalman filter is widely adopted in the CPS literature, even
under possible input–output signals’ modifications (e.g., those
caused by FDI attacks), which result in a loss of its optimality [1],
[4], [26].

Remark 1: The innovation or residual signals indicate the
consistency between the input–output signals and the system
model. If signal modifications preserve this consistency, i.e.,
they pass the innovation-based or residual-based detectors, they
are likely, intuitively, to pass other types of detectors as well.

In addition, the unauthorized observer may verify that the
input–output signals are within some bounds and satisfy other
characteristics defined by the physical nature of these signals.
Mathematically, this can be expressed by general constraint
functions

gmin
k ≤ gk(u

m
k ) ≤ gmax

k

hmin
k ≤ hk(y

m
k ) ≤ hmax

k (4)

where gk andhk are bounded functions. One basic and essential
constraint is that any physical signal has minimum and maxi-
mum bounds, and in this case, the constraint function in (4) can
be written as

umin
k ≤ um

k ≤ umax
k

ymin
k ≤ ym

k ≤ ymax
k . (5)
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If some of these constraints are not satisfied, it indicates that the
input–output signals have been compromised.

The worst-case attack scenario is commonly considered in the
CPS literature [1], as successfully defending against such sce-
narios ensures the system’s ability to defend against less severe
cases. This approach is further inspired by Shannon’s maxim
(1948), “The enemy knows the system,” which is a restatement
of Kerckhoffs’ principle in military ciphers (1883) [27]. Ac-
cordingly, we adopt Assumptions 2–4 to address the worst-case
security problem.

Assumption 2: The unauthorized observer has perfect
knowledge of the system model Σ, i.e., it knows the matrices
A, B, and C, and the noises covariance matrices Qk and Rk.

Assumption 3: The unauthorized observer knows the initial
estimate x̂0 and its estimation error covariance matrixP0, which
are used by the legit observer.

Assumption 4: The unauthorized observer has knowl-
edge of the physical bounds, i.e., umin

k ,umax
k ,ymin

k , and ymax
k

expressed in (5), and other characteristics of the input–output
signals of the system, i.e., gk(.) and hk(.), and their bounds
gmin
k ,gmax

k ,hmin
k , and hmax

k expressed in (4).
Assumption 2 indicates that the unauthorized observer knows

the system dynamics and the noise covariance matrices. This
is widely adopted in the literature of CPS [1]. Regarding As-
sumption 3, as the system is observable, in the absence of
signal modifications, both the unauthorized and legit observers’
estimates will converge to the true state, and the covariance
matrices will converge to the same value. Thus, this assumption
represents the worst-case scenario. Finally, the resulting signals
of the unauthorized observer can be summarized as follows:

[x̂m
k ,Pm

k , ỹm
k , r̃mk ] = KF ((um

i )i<k, (y
m
i )i≤k,Σ, x̂0,P0) .

(6)

Assumption 4 is justified by the fact that the characteristics
and bounds of input–output signals often stem from physical
properties, which are not confidential.

D. Detection Scheme

The concept of innovation-based or residual-based detectors
involves performing statistical tests on the innovation or residual
signals. In the absence of input–output signals’ modifications,
the innovation and residual are equal to the one of the legit
observer described in Section II-B1. Thus, we explain hereafter
the innovation-based and residual-based detectors applied to the
resulting signals of the legit observer.

1) Innovation-Based Detector: The general idea of the
innovation-based detector is that the detector triggers an alarm
when a remarkable difference in the innovation happens. The
innovation of the legit observer is

ỹk = yk −Cx̂k|k−1

= Cxk + vk −Cx̂k|k−1

= C (Axk−1 +Buk−1 +wk−1)

+ vk −C (Ax̂k−1 +Buk−1)

= CAek−1 +Cwk−1 + vk (7)

where ek−1 = xk−1 − x̂k−1 is the estimation error in the previ-
ous time step.

To illustrate the idea, we explain one innovation-based de-
tector, which is the χ2 detector, as it is the most used in the
literature. The innovation (7) is a zero-mean Gaussian sig-
nal with a known covariance matrix R̃k = CAPk−1A

TCT +

CQk−1C
T +Rk. The signal sk = ỹT

k R̃
−1

k ỹk follows a χ2

distribution with ny degree of freedom, i.e., E(sk) = ny . At
each time step, the signal sk is compared with a predefined
threshold sth, which defines the probability of a false alarm [28].
Exceeding this threshold indicates that the input–output signals
have been modified. The χ2 detector is summarized as follows:{

Alarm not triggered if, sk ≤ sth
Alarm triggered if, sk > sth.

2) Residual-Based Detector: The idea is similar to the case
of innovation-based detectors; the detector triggers an alarm
when a remarkable difference in the residual happens. The
residual of the legit observer is

r̃k = yk −Cx̂k = Cxk + vk −Cx̂k

= Cek + vk (8)

this residual is a zero-mean Gaussian signal, with a covariance
matrix Sk = E(r̃kr̃

T
k )

Sk = CPkC
T +Rk +CE

(
ekv

T
k

)
+ E

(
vke

T
k

)
CT (9)

the estimation error ek is given by

ek = xk − x̂k = xk − x̂k|k−1 −Kkỹk

we substitute the dynamic model and the prediction, in addition
to the innovation from (7)

ek = xk − x̂k

= Axk−1 +Buk−1 +wk−1 −Ax̂k−1 −Buk−1

−Kk (C (Aek−1 +wk−1) + vk)

= (I−KkC) (Aek−1 +wk−1)−Kkvk (10)

thus, E(ekvT
k ) = −KkRk, we substitute in (9)

Sk = CPkC
T +Rk −CKkRk −RkK

T
kC

T (11)

finally, the signal zk = r̃TkS−1
k r̃k follows a χ2 distribution with

ny degree of freedom, i.e., E(zk) = ny . At each time step, the
signal zk is compared with a predefined threshold zth. Exceeding
this threshold indicates that the input–output signals have been
modified.

III. MUO AND PROBLEM FORMULATION

The defending system is assumed to be able to modify the
input–output signals that the unauthorized observer is receiving,
specifically, for time step k

um
k = uk + ζu

k (12)

ym
k = yk + ζy

k (13)

where ζu
k and ζy

k are misleading injections to input–output
signals, respectively.
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The unauthorized observer estimation error caused by input–
output signals’ modifications is denoted by emk , i.e., x̂k − x̂m

k =
emk . In the following, we define the undetectable input–output
signals’ modifications and the MUO in Definitions 1 and 2,
respectively. More specific types of MUO are defined in Defini-
tions 3–5.

Definition 1 (Undetectable input–output signals’ modifi-
cations): The input–output signals’ modifications are consid-
ered undetectable if the resulting innovation ỹm

k and residual
r̃mk of the unauthorized observer’s Kalman filter (6), which are
input to the innovation-based and residual-based detectors, are
identical to the ones of the legit observer’s Kalman filter (3), i.e.,
ỹk = ỹm

k and r̃k = r̃mk .
Definition 2 (MUO): The defending system is considered

to be performing an MUO defense strategy by input–output
signals’ modifications, if these modifications are undetectable
(see Definition 1) and degrade the unauthorized observer state
estimation, i.e., for k ≥ 0, ỹk = ỹm

k , r̃k = r̃mk , and emk �= 0.
Definition 3 (State-i MUO): An MUO is called to be state-i

MUO if, for any time step k ≥ nx, the defending system is able
to achieve emk (i) �= 0.

Definition 4 (State-i strongly MUO): A state-i MUO is called
to be state-i strongly MUO if for any time step k ≥ nx, and any
desired estimation error ed,ik ∈ R \ {0}, the defending system is
able to achieve emk (i) = ed,ik .

Definition 5 (Strongly MUO): An MUO is called to be
strongly MUO if ∀i ∈ {1, 2, . . ., n}, it is State-i strongly MUO.

This article has two objectives. The first objective is to design
(ζu

k)k∈N and (ζy
k)k∈N in order to perform an MUO defense

strategy, and study and analyze the property that the system
should have to enable the different kinds of MUO listed in
Definitions 3–5. The first objective is achieved in Section VI.
The second objective is to design (ζu

k)k∈N and (ζy
k)k∈N so that

the unauthorized observer estimation error is maximized while
these injections are undetectable, and the modified input–output
signals’ satisfy the input–output signals’ bounds and characteris-
tics. The second objective is achieved in Section VII. Conditions
for undetectable input–output signals’ modifications are derived
in Section V. The architecture of the MUO defense strategy is
presented in Section IV.

IV. MUO ARCHITECTURE

There are two possible scenarios in which the proposed MUO
can be effective in defending against an unauthorized observer.
The first scenario occurs when the unauthorized observer gains
unauthorized access to the input–output signals’ transmission
lines connecting the sensors and actuators on one side and the
control unit on the other side. The control unit is responsible
for state estimation (the legit observer) and computing control
commands. An example of this scenario is a vehicle, where all
sensors, actuators, and the control unit are connected through
controller area network bus [29]. The defending system operates
similarly to an encryption/decryption method [20], where the
system encrypts the message before transmission and decrypts
it upon arrival. In this case, however, instead of encrypting, the
defending system injects misleading terms into the transmitted

Fig. 2. First scenario of MUO defense: the input u represents either
sensor measurements or actuator commands, while the output y always
represents sensor measurements. The defending system injects mis-
leading terms into the signals before transmission and subtracts them
upon arrival. The authorized observer receives the modified signals
through the network.

signal and subtracts them upon arrival. This ensures that the
communication between the sensors, actuators, and control unit
remains secure, while the obtained signals by the unauthorized
observer are modified. It is worth noting that the injection and
subtraction of misleading terms can be performed separately
when the misleading error trajectory is designed in advance and
known by both components of the defending system. The design
of misleading injections depends solely on the misleading error
trajectory and is independent of the true trajectory or the input–
output signals, as illustrated in (14) in Theorem 1. This first
scenario is illustrated in Fig. 2.

The second scenario occurs when the unauthorized observer
installs hidden sensors on the system at an earlier time with the
purpose of tracking it. These sensors transmit measured signals
using a transmitter installed alongside them. For example, an
unauthorized observer might install a GPS sensor on a moving
car to track its position. Once the system detects these unau-
thorized sensors, the defending system modifies the transmitted
signals received by the unauthorized observer. In this scenario,
the system does not necessarily use these measurements for its
own observation or control. The second scenario is illustrated in
Fig. 3.
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Fig. 3. Second scenario of MUO defense: the input and output signals
are sensor measurements. The defending system injects misleading
terms into the signals before they are transmitted to the unauthorized
observer.

The architecture of the MUO defense strategy, including the
legit observer and the unauthorized observer, is depicted in
Fig. 4. This diagram is intended to clarify the overall problem
and solution, rather than representing a real-world scenario. Note
that the legit observer may be a conceptual observer introduced
to illustrate the idea, as the system might use different sensor
measurements than those accessed by the unauthorized observer,
as explained in the second scenario.

V. UNDETECTABLE MISLEADING INJECTIONS

Theorem 1 states the sufficient and necessary conditions to
make modifications to the input–output signals undetectable by
innovation-based and residual-based detectors.

Theorem 1: Consider the discrete-time linear system model
defined by (1) and (2) being subject to an unauthorized observer
through eavesdropping on its input–output signals, and the de-
fending system aims to mislead the unauthorized observer by
modifying the received input–output signals as in (12) and (13).
The misleading injections (ζu

k)k≥0 and (ζy
k)k≥0 in (12) and

(13) are undetectable by innovation-based and residual-based
detectors if and only if they satisfy the following conditions:

emk+1 = Aemk −Bζu
k

ζy
k = −Cemk (14)

for all k ≥ 0.
Proof: The unauthorized observer applies the Kalman filter

for state estimation based on the modified input–output signals.
Thus, the prediction step is as follows:

x̂m
k|k−1 = Ax̂m

k−1 +Bum
k−1

= Ax̂m
k−1 +Buk−1 +Bζu

k−1.

The innovation in the presence of the misleading injections is as
follows:

ỹm
k = ym

k −Cx̂m
k|k−1 = yk + ζy

k −Cx̂m
k|k−1

= Cxk + vk + ζy
k −C

(
Ax̂m

k−1 +Buk−1 +Bζu
k−1

)
= C

(
A

(
xk−1 − x̂m

k−1

)
+wk−1

)
+ vk + ζy

k −CBζu
k−1

(15)

Fig. 4. Architecture of an MUO defense strategy. The defending sys-
tem injects misleading data ζu and ζy into the input and output sig-
nals, respectively, which are read by the unauthorized observer. The
unauthorized observer uses a Kalman filter for remote state estimation
and applies two detection steps: first, by verifying that the obtained
input–output signals satisfy certain characteristics, and second, by using
innovation-based or residual-based detectors.

where the term xk−1 − x̂m
k−1 is the estimation error in the previ-

ous time step, and we can rewrite it as follows: xk−1 − x̂m
k−1 =

xk−1 − x̂k−1 + x̂k−1 − x̂m
k−1 = ek−1 + emk−1. We remind that

ek−1 is the estimation error of the legit observer, substituting
into the innovation (15)

ỹm
k = C (Aek−1 +wk−1) + vk

+ ζy
k −CBζu

k−1 +CAemk−1. (16)

By comparing the innovation equations of the unauthorized
observer (16) with the one of the legit observer (7), we find that
ỹm
k = ỹk + ζy

k −CBζu
k−1 +CAemk−1, and we conclude that

the misleading injections are not detectable by the innovation-
based detector, i.e., ỹm

k = ỹk, if and only if the following
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condition is satisfied:

ζy
k −CBζu

k−1 +CAemk−1 = 0. (17)

To find the termemk−1, we start by writing the equation of the state
estimation after the correction step, assuming that condition (17)
is satisfied, and we substitute it in (16); thus, we obtain ỹm

k =
C(Aek−1 +wk−1) + vk, and then we find the estimation after
correction

x̂m
k = x̂m

k|k−1 +Kkỹ
m
k

= Ax̂m
k−1 +Buk−1 +Bζu

k−1

+Kk (C (Aek−1 +wk−1) + vk)

and the estimation error

xk − x̂m
k = Axk−1 +Buk−1 +wk−1 −Ax̂m

k−1 −Buk−1

−Bζu
k−1 −Kk (C (Aek−1 +wk−1) + vk)

= A
(
xk−1 − x̂m

k−1

)
+wk−1 −Bζu

k−1

−Kk (C (Aek−1 +wk−1) + vk)

+Aemk−1 −Bζu
k−1. (18)

We substitute (10)

xk − x̂m
k = ek +Aemk−1 −Bζu

k−1 (19)

thus we get

emk = Aemk−1 −Bζu
k−1. (20)

By comparing (17) and (20), we conclude

ζy
k = −Cemk (21)

thus conditions (14) are sufficient and necessary for the unde-
tectable misleading injections by the innovation-based detector.
Now, we prove that these misleading injections are undetectable
by the residual-based detector. The residual of the unauthorized
observer’s Kalman filter is

r̃mk = ym
k −Cx̂m

k = Cxk + vk + ζy
k −Cx̂m

k

= Cek + vk + ζy
k +Cemk (22)

substituting condition (20)

r̃mk = Cek + vk

which is identical to the residual (8); thus, these injections are
undetectable by the residual-based detector. �

Remark 2: Conditions (14) represent a linear state-space
model of the unauthorized observer’s estimation error, where
its input corresponds to the misleading injections to the system
input, and its output corresponds to the misleading injections
to the system output. These injections can be designed to cause
estimation errors based on the system properties addressed in
Theorems 2 and 3 in Section VI. These conditions can also
be incorporated into an optimization problem, as outlined in
Proposition 1 in Section VII, making the conditions effective
for designing the misleading injections.

VI. SYSTEM PROPERTIES FOR EXISTENCE OF AN MUO
DEFENSE STRATEGY

The purpose of this section is to study and analyze the
properties that a system must possess to be defended against
unauthorized observers through misleading injections (14) in
the three defenses strategies: state-i MUO, strongly MUO, and
state-i strongly MUO.

Theorem 2: The defending system is able to perform state-
i MUO defense strategy on a system defined by (1) and (2),
if and only if the ith row of the controllability matrix C =
[Anx−1B . . .AB B] differs from zero.

Proof: At time step k ≥ nx, the unauthorized observer esti-
mation error caused by misleading injections [see (14)]

emk = Aemk−1 −Bζu
k−1

= A2emk−2 −ABζu
k−2 −Bζu

k−1

= − [
Ak−1B . . .AB B

]
⎡
⎢⎢⎢⎣

ζu
0
...

ζu
k−2

ζu
k−1

⎤
⎥⎥⎥⎦ .

Note that em0 = 0, as the unauthorized observer knows the initial
estimate of the legit observer x̂0, as stated in Assumption 3. We
denote the matrix [Ak−1B . . .ABB] by Ck (which is equal to
the controllability matrix C when k = nx), its ith row by Ck(i),
and the vector [ζu T

0 . . . ζu T
k−2 ζu T

k−1]
T by ζu

<k; thus, emk (i) =
Ck(i)ζ

u
<k. We analyze two cases, if Ck(i) = 0, then emk (i) = 0,

regardless of the value of ζu
<k. Conversely, if Ck(i) �= 0, then

we can find ζu
<k so that emk (i) �= 0.

We prove that, ∀k ≥ nx, Ck(i) = 0 if and only if C(i) = 0,
where C(i) is the ith row of the controllability matrix C. The
first implication is straightforward: ifC(i) �= 0, then Ck(i) �= 0.
Conversely, if C(i) = 0, it means that all ith rows of the terms
AlB are zeros for all l < nx. Applying the Cayley–Hamilton
theorem [30, Sect. 2.4.3] to the square matrix A, we can express
Al for l ≥ nx as a linear combination of I,A, . . . ,Anx−1.
Consequently, the term AlB for l ≥ nx can be expressed as
a linear combination of B,AB, . . . ,Anx−1B, which have the
ith rows equal to zero. Thus, the terms AlB have the ith
rows equal to zero for all l ≥ nx, thereby proving the second
implication. �

Theorem 3: A defending system can perform a strongly
MUO by misleading injections on a system defined by (1) and
(2) if and only if the pair (A,B) is controllable. Otherwise, it can
perform a state-i strongly MUO defense if the state component
i belongs to the controllable subspace of the system.

Proof: Given (14), the error dynamics is a system driven
by ζu

k with controllability depending on the pair (A,B). From
Definition 5, driving the error emk to an arbitrary trajectory edk
means controlling emk , the state of system (14). This is achieved
if and only if (A,B) is controllable. Otherwise, based on the
notions of controllable subspaces [31], state-i strongly MUO
is achieved if the ith component of the state belongs to the
controllable subspace. �
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The importance of strongly MUO (discussed in Theorem 3)
comes from a crucial point that the defending system may not
only need to introduce an error in the unauthorized observer’s
estimation (even if the error is large), but it may also have
the purpose of directing the unauthorized observer’s estimation
along a specific trajectory. For instance, in the case of a moving
car, the defending system might aim to mislead the unauthorized
observer into believing that the car is following a trajectory
inside a specific area while the car is outside.

Theorem 2 is important for uncontrollable systems, where
even if some states are not controllable, the defending system
is still able to cause an error in the unauthorized observer
estimation for these states. For example, for the system model
defined by (1) and (2), where its matrices are

A =

⎛
⎝0 1 0
0 0 1
1 0 0

⎞
⎠ , B =

⎛
⎝1
1
1

⎞
⎠ , C =

(
1 0 0

)

the observability matrix is

O =

⎛
⎝1 0 0
0 1 0
0 0 1

⎞
⎠

the observability matrix has the rank of 3, and the system is
observable, satisfying Assumption 1. The controllability matrix
is

C =

⎛
⎝1 1 1
1 1 1
1 1 1

⎞
⎠

it has a rank of 1; thus, the pair (A,B) is not controllable, and
the defending system cannot mislead the unauthorized observer
to follow a specific trajectory. However, all rows of the control-
lability matrix differ from zeros, and thus, the defending system
by misleading injections (14) can cause unauthorized observer
estimation error for all states, and this error could be unbounded
(and still undetectable by innovation-based and residual-based
detectors); for instance, by choosing ζu

k = 1 for all k, and the
injections on output ζy

k satisfy (14).

VII. DESIGN OF MISLEADING DATA INJECTIONS FOR AN

OPTIMAL MUO DEFENSE STRATEGY

In Proposition 1, a solution is proposed to design the unde-
tectable misleading injections so that the unauthorized observer
estimation error is maximized, and the modified input–output
signals satisfy the input–output signals’ characteristics.

Proposition 1: Consider the discrete-time linear system
model defined by (1) and (2), subject to an unauthorized ob-
server through eavesdropping on its input–output signals, and
the defending system is able to modify the received input–output
signals as in (10) and (11). The defending system misleads the
unauthorized observer by injecting ζu

k and ζy
k+1, which are the

solution of the following optimization problem:

max
ζu
k ,...,ζ

u
k+N−1,ζ

y
k+1,...,ζ

y
k+N

N∑
i=1

emT
k+iWemk+i

s.t.

emk+i+1 = Aemk+i −Bζu
k+i, i = 0, . . ., N − 1

ζy
k+i = −Cemk+i, i = 1, . . ., N

gmin
k+i ≤ gk+i(u

m
k+i) ≤ gmax

k+i, i = 0, . . ., N − 1

hmin
k+i ≤ hk+i(y

m
k+i) ≤ hmax

k+i. i = 1, . . ., N
(23)

whereW is a weight matrix, andN is the time window on which
the optimization problem is solved.

The optimization problem (23) involves maximizing a
quadratic convex function subject to constraints. The quadratic
cost function is commonly used in the literature for expressing
estimation error, e.g., it aligns with the properties of the optimal
Kalman filter [13]. The first two constraint equations are the suf-
ficient and necessary conditions to ensure that the input–output
signals’ modifications remain undetectable by innovation-based
and residual-based detectors, and these conditions are stated in
Theorem 1 in Section V. The third and fourth constraints aim
that the modified input–output signals satisfy the input–output
signals’ characteristics. In order to illustrate the concept of
MUO, and more specifically Proposition 1, Section VIII shows
a study case where the defending system applies Proposition 1
in order to mislead the unauthorized observer. For a general and
in-depth understanding of optimization theory, see [32].

VIII. SIMULATIONS

In these simulations, we consider a defending system that is
a moving body in the XY plane, capable of free movement
in both X and Y directions. The system is equipped with two
sensors: a GPS to measure the position and an accelerometer to
measure the acceleration. This scenario illustrates an interesting
case where the moving body seeks to defend itself by misleading
the unauthorized observer, while the unauthorized observer be-
lieves that the body is being accurately monitored. This example
illustrates both scenarios where the MUO defense can protect
against the unauthorized observer, as explained in Section IV. In
both cases, the input consists of acceleration measurements, and
the output consists of GPS measurements. In the first scenario,
the unauthorized observer gains access to the system network,
as illustrated in Fig. 5. In the second scenario, the unauthorized
observer has previously installed a GPS and an accelerometer,
which the system later detects and modifies, as illustrated in
Fig. 6. In the second scenario, the legit observer is a conceptual
observer.

The system state consists of four components, the position
on X and Y axes, and the velocity on X and Y axes, i.e.,
xk = [pxk, p

y
k, v

x
k , v

y
k ]

T . The output vector is the GPS measure-
ment vector, i.e., yk = [px,GPS

k , py,GPS
k ]T . The input vector is

the acceleration measurement vector on X and Y axes, i.e.,
uk = [axk, a

y
k]

T . The system’s discrete-time model is given as

Authorized licensed use limited to: University of Grenoble Alpes. Downloaded on September 24,2025 at 06:42:08 UTC from IEEE Xplore.  Restrictions apply. 



2412 IEEE TRANSACTIONS ON CONTROL OF NETWORK SYSTEMS, VOL. 12, NO. 3, SEPTEMBER 2025

Fig. 5. First scenario: The unauthorized observer has unauthorized
access to the internal network of the vehicle, which transmits modified
accelerometer and GPS measurements.

Fig. 6. Second scenario: The unauthorized observer installs a tracking
unit containing an accelerometer and GPS, equipped with a transmitter.
The defending system detects this tracking unit and, instead of removing
or damaging it, modifies its measurements to mislead the unauthorized
observer.

follows:

xk =

⎛
⎜⎜⎝
1 0 dt 0
0 1 0 dt
0 0 1 0
0 0 0 1

⎞
⎟⎟⎠xk−1 +

⎛
⎜⎜⎝

0 0
0 0
dt 0
0 dt

⎞
⎟⎟⎠uk−1 +wk−1

(24)

yk =

(
1 0 0 0
0 1 0 0

)
xk + vk (25)

where dt is the sampling time, wk = [0, 0, wax

k dt, w
ay

k dt]T ,
and vk = [vx,GPS

k , vy,GPS
k ]T . The noises wax

k and w
ay

k are the
accelerometer measurements noise, and vx,GPS

k and vy,GPS
k are

the GPS measurements noises. All of these noises are assumed
to be uncorrelated zero-mean white random Gaussian signals
with known covariance matrices.

A. Simulation Setup

The simulation is done for sampling time dt = 0.1 s,
and for Ns = 100 discrete-time steps. We assume a circular
true trajectory for one turn, by considering the following true

Fig. 7. True trajectory and estimated trajectory by the unauthorized
observer in the XY plane. The misleading injections are undetectable
with bound constraints on the modified accelerometer measurements.

Fig. 8. True velocity and estimated velocity by the unauthorized ob-
server. The misleading injections are undetectable with bound con-
straints on the modified accelerometer measurements.

accelerations:

axk = 30 cos

(
2π

Ns
k

)

ayk = 30 sin

(
2π

Ns
k

)
.

The true state is calculated using the dynamic model while
setting the noises to zero and starting from initial state x0 =
[−30(N

sdt
2π )2, 0, 0,−30Nsdt

2π ]T in order to have a circular tra-
jectory. We assume the worst-case security scenario, where the
initial state is known by the unauthorized observer. The process
noise comes from the accelerometer noise, which is set to have
a standard deviation of 0.1 m.s−2, and the measurement noise
comes from the GPS, which is set to have a standard deviation
of 4 m.

In this simulation, the signals’ modifications start in the mid-
dle of simulation time to show how the unauthorized observer
correctly estimates the state until the mid-time and then starts to
diverge. The optimization problem is solved with undetectability
constraints, ensuring that the signals’ modifications are not
detectable by innovation-based or residual-based detectors, and
includes input–output signals’ verifications. Two types of input–
output signals’ verifications are performed in the following
sections.

Authorized licensed use limited to: University of Grenoble Alpes. Downloaded on September 24,2025 at 06:42:08 UTC from IEEE Xplore.  Restrictions apply. 



SHAABAN et al.: ACTIVE DEFENSE STRATEGY IN CYBER-PHYSICAL SYSTEMS: MISLEADING UNAUTHORIZED OBSERVERS 2413

Fig. 9. Modified accelerometer measurements, with bound con-
straints.

Fig. 10. χ2 test output for one realization. The misleading injections
are undetectable with bound constraints on the modified accelerometer
measurements.

Fig. 11. True trajectory and estimated trajectory by the unauthorized
observer in the XY plane. The misleading injections are undetectable
with bound and evolution constraints on the modified accelerometer
measurements.

The optimization problem (23) involves maximizing a
quadratic convex function subject to linear constraints. There-
fore, instead of using a general nonlinear solver, we employ
disciplined convex–concave programming [33], which is built
on top of CVXPY, a domain-specific language for convex op-
timization embedded in Python. The weight matrix is chosen
to be identity W = I, in order to have the same weight for all
states. The defender solves the optimization problem for a time

Fig. 12. True velocity state and estimated velocity state by the unau-
thorized observer. The misleading injections are undetectable with
bound and evolution constraints on the modified accelerometer mea-
surements.

Fig. 13. Modified accelerometer measurements, with bound and evo-
lution constraints.

window of N = 20, and we choose this value inspired by the
literature of the model predictive control; see, e.g., [34].

B. Bounds Verification Constraints

In this section, the defender adds constraints on the bounds
of the accelerometer measurements. We assume that both the
defender and the unauthorized observer know that the moving
body cannot have acceleration more than 30 m.s−2 in any
direction; thus, these constraints are added when solving the
optimization problem

−30 ≤ axk ≤ 30

−30 ≤ ayk ≤ 30.

The results of this simulation are shown in Figs. 7–10. Fig. 7
shows the true trajectory and the estimated trajectory by the
unauthorized observer in the XY plane. The unauthorized ob-
server can estimate the first half of the trajectory before the
defending system begins signals’ modifications. Afterward, the
observer’s estimations start to diverge, achieving the goal of the
defending system. Fig. 8 shows the true and estimated velocity
estimation, demonstrating that the unauthorized observer cor-
rectly estimates the velocity in the first half of the time, and
diverges after activating the defense system. Fig. 9 shows the
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Fig. 14. χ2 test output for one realization. The misleading injections
are undetectable with bound and evolution constraints on the modified
accelerometer measurements.

received (the modified) acceleration measurements by the unau-
thorized observer, where these measurements respect the accel-
eration bounds. We consider in this simulation that the unau-
thorized observer is using a χ2 detector, and is based on the
innovation. Fig. 10 shows the χ2 signal and the 99% confidence
interval used as a threshold to decide if there are modifications.
The value of the confidence interval can be found in χ2 ta-
bles by locating the desired confidence level corresponding to
the degrees of freedom [28], while in this simulation, the χ2

signal has two degrees of freedom (output dimension). Fig. 10
shows that the χ2 signal does not exceed the threshold; thus,
the detector does not trigger an alarm. Moreover, the χ2 sig-
nal has the same behavior before and after starting signals’
modifications. This χ2 signal corresponds to one realization;
in another simulation, the signal will differ but maintain the
same distribution characteristics. This variation occurs because
each simulation run involves different realizations of sensors’
noises. We observe nonsmooth velocity estimates in Fig. 8, and
discontinuities in the acceleration measurements at the midpoint
in Fig. 9, which may indicate unusual behavior. Therefore, in
the next section, additional constraints on the evolution of the
modified accelerometer measurements are incorporated into the
optimization problem.

C. Bounds and Evolution Verification Constraints

In this section, the defender adds constraints on both bounds
and the evolution of accelerometer measurements. The addi-
tional constraints are

−3 ≤ axk+1 − axk ≤ 3

−3 ≤ ayk+1 − ayk ≤ 3.

The results of this simulation are shown in Figs. 11–14. These
results demonstrate that adding constraints on the evolution
of modified acceleration ensures the unauthorized observer’s
velocity estimates remain smooth and the received acceleration
data remain continuous. In addition, the undetectability criterion
is still satisfied by the χ2 detector, as shown in Fig. 14. These
results demonstrate the benefits of solving the optimization
problem for signals’ modifications. Constraints can be added

to address any undesired behavior in the modified input–output
signals. In addition, the defending system can prioritize mislead-
ing the unauthorized observer about specific states by assigning
more weight to those states.

IX. CONCLUSION

This article addressed the challenge of securing CPS against
unauthorized observers who aim to estimate system states by
eavesdropping on input–output signals. An active defense strat-
egy is proposed, which involves modifications to input–output
signals in order to mislead the unauthorized observer. The mod-
ifications should remain undetectable by innovation-based or
residual-based detectors. In addition, this article addressed the
properties that the system must have to perform three specific
types of MUO: state-i MUO, strongly MUO, and state-i strongly
MUO. The modifications were found as solutions to an optimiza-
tion problem constrained by the conditions that the modifications
are undetectable and that the input–output signals received by the
unauthorized observer are within certain bounds and satisfy the
physical characteristics of these signals. The proposed solution
was validated through simulations involving a moving body
in the XY plane. The simulation results demonstrated that the
defending system can successfully mislead the unauthorized
observer, thereby enhancing the security of CPS against such
threats. This research opens new research directions and en-
courages further work on active defense mechanisms against
cyberattacks.
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